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INTRODUCTION TO RISK ASSESSMENT 
 
 

WHAT IS A RISK ASSESSMENT 
A risk assessment is a process where a designated individual (or company) evaluates the internal control 
structure of a specified organization and determines whether the internal controls are designed strong or 
designed weak.  In this specific risk assessment I, Aaron Daniels (Deputy Treasurer), have evaluated the 
internal controls of Fairport Municipal Commission over the following business functions; 

 Financial Reporting, Budgeting and Equity 
 Cash and Investments 
 Billing and Cash Collections 
 Capital Assets 
 Procurement and Accounts Payable 
 Human Resources and Employee Compensation 
 Debt Service and Debt Service Expenditures 
 Inventory 
 Computer Controls 

 
WHAT ARE INTERNAL CONTROLS 
Internal controls are processes that exist to help the organization achieve the company’s objectives in 
operational effectiveness, reliable financial reporting, and compliance with policies and laws. 
 
WHAT WAS THE CONCLUSION 
My evaluation concluded that the overall company control risk is LOW for each of the 
business functions.  Please see the next chapter for a summary of my conclusion and internal control 
risk designation for each of the business functions. 
 
WHAT ARE THE “GRADES” 
When evaluating an internal control design I have chosen to assign a grade of Low, Medium or High 
(depending on the design).  Low risk means that the control is in place and it is designed well.  Medium 
risk means that the control is in place but I have identified some design weaknesses with the control.  This 
would mean that the control design should be amended to improve the control effectiveness.  High risk 
means that the control is designed poorly or the control is non-existent.  In this situation I would 
recommend for a strong and well-designed control to be developed and implemented as soon as possible. 
 
WHAT NOW 
At the end of this risk assessment I have included a listing of internal controls.  I encourage 
management to review the list.  If management, or the governing board, would like me to 
test any of the controls I can always facilitate the testing. 
 
 
HOW FREQUENTLY SHOULD I PERFORM A RISK ASSESSMENT? 
I would recommend for a self-assessment of internal controls to be updated at least once every three 
years.  However, I would always recommend updating the self-assessment whenever key employee’s 
change (Village Manager, Deputy Treasurer or Superintendent). 
 
 

 
 



NOT
APPLICABLE

LOW
RISK

MEDIUM
RISK

HIGH
RISK

Journal Entries are reviewed by a 
person independent of the process?

X

Is there a process in place for financial 
reporting?

X

Financial reports are reviewed and 
approved by someone independent of 
preparation?

X

Does the government unit have an 
approved budget?

X

Are budget amendments approved by 
the board?

X

Are actual expenditures compared to 
the budget routinely by an appropriate 
individual?

X

Net asset restrictions and reserves are 
board approved?

X

Use of reserves are board approved? X
Overall Assessment of Risk 
of Financial Reporting, 
Budgeting and Equity

X

Bank accounts are reconciled by 
someone independent of depositing?

X

Bank reconciliations are reviewed by 
someone independent of preparation? X

Bank reconciliations are prepared by 
someone independent of general ledger 
processes sing?

X

Transfer are properly authorized? X
Bank accounts are properly reconciled?

X

Online banking is limited to authorized 
personnel?

X

There is a segregation duties with wire 
transfer?

X

Is collateral being tracked by the 
entity?

X

Are investments within their 
acceptable limits?

X

Controls over "other" investments are 
in place?

X

Overall Assessment of Risk 
of Cash and Investments

X

Collection is segregated from 
depositing and recording?

X

Are invoices pre-numbered? X
Property tax collection is segregated 
from the accounting function?

X

Billing is segregated from collections?
X

Accounts receivables write-offs are 
properly authorized?

X

Deposits are controlled by pre-
numbered receipts?

X

Money is properly safeguarded prior to 
deposit?

X

Overall Assessment of Risk 
of Cash Receipts

X
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NOT
APPLICABLE

LOW
RISK

MEDIUM
RISK

HIGH
RISK

Fairport Municipal Commission
SUMMARY OF SELF-ASSESSMENT OF INTERNAL CONTROLS

CONTROL RISK ASSESSMENT

Board approval is obtained for all 
significant capital projects?

X

An individual is responsible for 
compliance with terms of grants?

X

Accounting distribution is reviewed 
when  project is completed?

X

Overall Assessment of Risk 
of Capital Assets

X

There is an approval process for 
purchase orders and contract issuance? X

Competitive bidding procedures are 
used?

X

Purchases are in compliance with the 
purchasing policy?

X

Receiving signature is received prior to 
payment of invoices?

X

Invoices are matched to purchase 
orders?

X

Invoices quantities, prices and terms 
agree with purchase order?

X

Supporting invoices are original and 
clerically checked?

X

There are controls over the entity's 
charge and credit card purchases?

X

There are submission and approval 
procedures for employees travel 
reimbursements?

X

There is an approval process for adding 
new vendors?

X

IRS Form 1099 is properly issued when 
required by law?

X

The system prevents checks from being 
added to warrant after warrant 
approval?
Signature Disks are properly 
safeguarded?

X

Claims Auditor/Board approves all 
payments?

X

Encumbrances are recorded on basis of 
approved Purchase Order?

X

Are accounts payable coded to the 
correct account code?

X

Architect approves change orders and 
applications for payment?

X

Board approves change orders when 
required?

X

Overall Assessment of Risk 
of Procurement and 
Accounts Payable

X
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NOT
APPLICABLE

LOW
RISK

MEDIUM
RISK

HIGH
RISK

Fairport Municipal Commission
SUMMARY OF SELF-ASSESSMENT OF INTERNAL CONTROLS

CONTROL RISK ASSESSMENT

Payroll processing, supervision and 
timekeeping are segregated?

X

Changes in employment (hiring, raises, 
etc.) are properly authorized and 
documented?

X

Requests for new personnel are 
originated by department heads or the 
board?

X

Personnel files are maintained for pay 
rates, payroll deductions, etc.?

X

Physical controls exist over personnel 
record?

X

There are procedures for monitoring 
retiree health insurance?

X

There are procedures for monitoring 
employee health insurance?

X

Consortium plan is monitored to 
ensure reserves are adequate, and 
liability is recorded?

X

There are procedures for monitoring 
the payroll processing for health 
insurance?

X

Hours worked are approved by a 
supervisor prior to payroll processing? X

Payroll registers are reviewed and 
approved prior to payments made?

X

Access to payroll on software is limited 
to authorized personnel?

X

IRS Forms W-2 and 941 are reconciled 
to the general ledger?

X

Overall Assessment of Risk 
of Human Resources and 
Employee Compensation

X

Fiscal commitments are approved by 
the board when required?

X

Outstanding debt is reconciled to the 
general ledger?

X

Overall Assessment of Risk 
of Debt Service and Debt 
Service Expenditures

X

Electric Inventory is properly 
safeguarded?

X

Electric Inventory is reconciled to 
perpetual inventory records/?

X

Access to the fuel tank is limited to 
authorized personnel?

X

Fuel usage is reconciled to fuel 
purchases?

X

Ordering of inventory is limited to 
authorized personnel only?

X

Inventory is counted and reconciled to 
records?

X

Overall Assessment of 
Inventory

X
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NOT
APPLICABLE

LOW
RISK

MEDIUM
RISK

HIGH
RISK

Fairport Municipal Commission
SUMMARY OF SELF-ASSESSMENT OF INTERNAL CONTROLS

CONTROL RISK ASSESSMENT

Information Technology is regularly 
evaluated for risks?

X

Data backups are done regularly? X
There is adequate segregation of duties 
between accounting and system 
programming?

X

Server rooms are protected and have 
access limited to authorized personnel? X

Access rights are appropriate for job 
title?

X

There are approval procedures for 
adding users or amending access 
rights?

X

Systems and software changes are 
appropriately approved?

X

System and software changes are tested 
before being applied to live data? X

Overall Assessment of Risk 
of Information Technology 
and Computer Controls
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SECTION I 

FINANCIAL REPORTING, BUDGETING AND EQUITY 
 
 
JOURNAL ENTRIES 
Document the process Fairport Municipal Commission follows for creating and approving journal entries 
to the general ledger. 

 Our accounting software, Utility Power Net (UPN), generates many internal automatic journal 
entries as part of the various business functions (accounts payable, payroll, fixed assets 
depreciation, etc.).  In addition, both the Bookkeeper and I create various additional journal 
entries.  We create these journal entries, called “Manual Journal Entries”, as needed or as a part 
of the month-end closing process.  We enter each journal entry in the journal entry schedule 
located electronically in the Accounting drive.  This journal entry schedule includes the journal 
entry number, journal entry description, journal entry amount, account code affected, journal 
entry date and the journal entry originator.  For each journal entry, we maintain a corresponding 
folder electronically on the accounting drive, identified by the journal entry number, which 
contains the backup for each entry.    I review and approve all journal entries.   
 

Do journal entries get reviewed and approved by someone other than the poster? 
 A person independent of the bookkeeping function is not always able to review and approve 

journal entries.  However, the bookkeeper posts the majority of journal entries.  I review and 
approve the journal entries when the bookkeeper posts them.  The main exceptions to this are 
journal entries related to bank reconciliation adjustments.  Monthly I have to post interest 
revenue and occasionally I must move money between accounts.  For these entries, I tend to post 
them myself.  A mitigating control to the relatively small accounting department is that the 
Bookkeeper double-checks my work and I double-check her work.  In addition, the board and the 
Village Manager review all financial reports and bank reconciliations. 

 
Do controls exist that ensure only authorized individuals can initiate entries? 

 Yes, we have properly established user accounts to limit access to the creation of journal entries to 
authorized personnel.  I review and monitor employee access rights in UPN.  Only the Bookkeeper 
and I are authorized and capable of making manual journal entries within the system. 

 

KEY CONTROL 
 
Journal Entries are reviewed by a person independent of the process? 
          Controls are implemented and they are effectively designed.   
 
 
FINANCIAL CLOSING PROCESS 
Has management established a well-defined process for financial reporting? 

 We have established a well-defined process for financial reporting.  I prepare monthly financial 
reports including a Cash Summary Report, Statement of Cash Receipts and Disbursements, 
Budget Status Report, Accounts Receivable Aging Report, Six Month Cash Forecast, and other 
financial reports as needed.  The Fairport Governing Commission reviews, approves and adopts 
the financial reports. 
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Do knowledgeable personnel monitor changes in authoritative guidance and regulations that affect the 
entity and make the appropriate changes to the entity’s accounting policies and procedures on a timely 
basis? 

 A knowledgeable person monitors changes in authoritative guidance and regulations.  I am a 
Certified Public Accountant (CPA) licensed by the State of New York.  In addition, I am a member 
of the Government Financial Officers Association (GFOA) and I monitor recent pronouncements.  
Furthermore, I am also on the Municipal Electric Utility Association’s (MEUA) Finance and 
Accounting Committee.  This committee is responsible for researching, monitoring and educating 
municipal electric utilities on recent pronouncements and accounting changes.  Lastly, I attend 
the South East Data Corporation (SEDC) annual user’s conference.  This conference educates 
users of UPN on recent upgrades and new modules available. 

 
Is there supporting analysis for every non-routine event or estimate that is compliance with GAAP and the 
entity’s accounting policies? 

 We perform a supporting analysis for every non-routine even or estimate when applicable.  We 
document each non-routine transaction in a formal memo.  We outline all discussion and 
research in the memo.  In addition, we work closely with our auditors, regulators and consulting 
organizations to make sure every decision is made with appropriate due care. 

 
Are unusual items and exceptions in analysis and reconciliations documented, resolved and reviewed by 
management on a timely basis? 

 We review and resolve unusual items and exceptions on a timely basis, when applicable.   
 
Document the process the Village follows for closing each month. 

 Either the Bookkeeper or I (or both) perform the monthly financial closing process.  There is a 
month-end closing guide located in the Accounting drive under Month End Close.  This guide 
outlines the procedures for verifying and closing each account.  The final Trial Balance accounts 
are then substantiated against appropriate sub-ledgers.  These reports and sub-ledgers are kept in 
the Month End Balancing folder.   

 

KEY CONTROL 
 
Is there a process in place for financial reporting? 
          Controls are implemented and they are effectively designed.   
 
   
FINANCIAL REPORTING 
Is the final review and approval of financial reports segregated from the responsibility for preparation of 
the reports? 

 I prepare the financial reports and the governing commissioners subsequently review, approve 
and adopt them.   

 
Do procedures exist that ensure financial reports agree with books and records? 

 I prepare the financial reports based on the general ledger for the cash account (since our budget 
is a cash-basis budget).  Therefore, I can reconcile each financial report directly to the Cash 
general ledger.  In addition, during preparation of the financial reports I utilize the accounts 
receivable detail ledger as well.  All financial reports can be easily reconciled to the general ledger. 

 
Are financial reports reviewed and approved by appropriate levels of management?  

 I prepare the financial reports and the governing commissioners subsequently review, approve 
and adopt them.    In addition, the Village Manager and the Superintendent of Electric review and 
approve the financial reports prior to the commission meeting. 
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Are there procedures to ensure that all requirements for filing of financial reports and legal notices are 
met? 

 We have various procedures to ensure that we meet all filing requirements and legal notices.  We 
require the commission to approve all procurements, requiring bids, prior to us advertising the 
bid.  Subsequently, the operations team prepares the bid documents and informs the Bookkeeper.  
The Bookkeeper publishes the bid in our board-approved newspaper.  The bookkeeper and I 
facilitate the formal bid opening.  We then compile the bid documentation and forward it to the 
Superintendent of Electric.  The Superintendent reviews the bid documents at the next 
commission meeting and makes a suggested purchase.  The commission approves the vendor.  We 
then make the purchase.  In addition, I make publish and submit all required financial reports or 
other filings with the Public Service Commission (PSC).  I then forward all required affidavits to 
the Secretary of the PSC.  The PSC publishes all filings on the PSC website.  I also complete the 
annual reports including the annual PSC report, Department of Energy EIA-861, New York State 
Annual Update Document, Rate Filings (if applicable) and other filings as needed.  Our bond 
council helps us monitor our compliance with SEC reporting requirements. 

 
Are inter-fund receivables and payables balance monthly? 

 There are relatively few inter-fund receivables and payables and therefore there is no need to 
balance monthly. We balance the inter-fund receivables and payables at year-end for annual 
update document, and financial reporting, purposes.   

 
Describe the process for identifying subsequent events: 

 Since our bookkeeping is full-accrual electric accounting, we continuously monitor proper cutoff 
procedures.  As we receive invoices, accounts payable compares the order requisition, the 
receiving date, and the invoice date to determine the appropriate recording period.  Since we have 
a formal month-end close, we have grown quite efficient in appropriately booking subsequent 
events into the appropriate recording period. 
 

KEY CONTROL 
 
Financial reports are reviewed and approved by someone independent of preparation? 
          Controls are implemented and they are effectively designed.   

 
 

BUDGET AND PLANNING 
Are responsibilities for budget preparation, adoption, and reporting segregated? 

 The responsibilities for budget preparing, adoption, and reporting are segregated.  The Village 
Manager prepares the budget with the Superintendent and me.  The Village Manager has the final 
authority over budget preparation and he presents the budget to the board.  The Board is 
responsible for adoption of the budget.  I am responsible for reporting the results of the budget.  
The board subsequently reviews, approves and adopts these financial reports. 
  

Is the budget sufficiently detailed to provide meaningful comparison with actual transactions? 
 We created the budget in a very clear and concise manner that is valuable to any conceivable 

financial user.  The budget document contains both budgeted receipts and budgeted 
expenditures.  This is a balanced budget meaning that all necessary expenditures have anticipated 
funding sources.  This allows management to make real-time decisions if expenditures or 
revenues actualize much greater than, or less than, the adopted budget.  In addition, each revenue 
and expense code has both a sub-category and detail account code.  The sub-categories allow 
management to glance at a high-level for timely decision making.  The detail level allows 
management to drill down into analytical variances to identify detailed changes in the operations.  
I prepare financial reports monthly, which analyze the month of transactions, the year-to-date 
status of each budget account code, and the year-to-date status of each budget code in comparison 
to the prior year’s year-to-date status of each budget account code. 
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Are inter-fund transfers included in the budget and balanced? 
 Since the Electric Fund is an enterprise fund, standard inter-fund transfers are not applicable.  

We do sell electric to the Village of Fairport.  These sales are budgeted and accounted for 
separately.  These totals are reconciled with the Village’s records. 

 
Does the Electric Company have a board approved budget? 

 We do have a board-approved budget, as described above. 
 
 
Are increases or decreases to the budget approved by the board? 

 We have only had a few comprehensive budgets and so far increases have not been necessary.  
Our first budget came in close (within $100,000 on a $28,000,000 budget) of the budgeted 
amount.  If we ever needed to increase or decrease the budget, we would have the board approve. 

 
Have procedures been adopted and communicated establishing authority and responsibility for transfer 
between budget categories? 

 Consistent with General Municipal Law, the board adopts the budget.  As far as budget transfers, 
the Village Manager has the authority to authorize budget transfers between account codes. 
However, in practice, we present the adopted budget at a very condensed level (with several small 
budget account codes collapsed).  Therefore, there is no need to create budget transfers (since 
some account codes are over expended, while others are under expended, but the collapsed 
budget account as a whole is still underspent).   

 
Are administrators and departments notified of expenditures in excess of appropriations? 

 As part of the monthly financial report review, I notify the operations team management of 
account codes nearing exhaustion. 

 
Are both the original budget and the final amended budget maintained in the accounting system? 

 Fairport Electric is required to maintain books using the regulatory accounting as prescribed by 
the New York State Department of Public Service.  This accounting emphasizes rate design and 
has very little to do with current cash flows.  We determine current cash flows (and designation of 
current funds for long term capital) to be the most effective budgeting method.  We cannot 
bookkeep in a way that allows us to budget simultaneously.  Therefore, there is no way to input 
this budget into the accounting system.  One mitigating control to this risk is that I maintain both 
the original budget and the final amended budget in the monthly financial reports and all 
appropriate levels of staff have access to this.  Therefore, we would gain very little benefit having 
these budgets maintained in the accounting system. 

 

KEY CONTROLS 
 
Does the government unit have an approved budget? 
          Controls are implemented and they are effectively designed.   
  
Are budget amendments approved by the board? 
          Controls are implemented and they are effectively designed.   
  
Are actual expenditures compared to the budget routinely by an appropriate individual? 
          Controls are implemented and they are effectively designed.   
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RECORDING EQUITY TRANSACTIONS 
Are there written policies and procedures to ensure proper authorization for the use of restricted equity 
amounts? 

 Fairport Electric is an enterprise fund governed by the Public Service Commission (PSC).  All 
funds are restricted for the operation of the electric fund.  However, from the operational point of 
view, funds can be informally distinguished between unrestricted, loosely restricted, and 
restricted.  The operating fund is unrestricted by nature (as long as it is used for the operation of 
the electric fund).  The depreciation fund is loosely restricted (yes this is my terminology).  This 
fund is supposed to be used for long term capital projects however there is no legal restriction 
placed on this fund.  This means that all adherences to restrictions are based upon the will of 
management.  Other funds, such as consumer deposits and energy efficiency, are truly restricted 
for a specific purpose.  These do not get used for any other purpose. 

 
Are net asset restrictions and reserves approved by the board? 

 Fairport Electric is an enterprise fund governed by the Public Service Commission and therefore 
this control is not quite applicable.  However, the board approves all restrictions of funds 
(funding depreciation reserve or carrying over of prior year budget amounts into the 
encumbrance reserve) as part of their adoption of the monthly financial reports. 
 

Does the board approve the use of restricted, reserved, or designated resources? 
 Fairport Electric is an enterprise fund governed by the Public Service Commission and therefore 

this control is not quite applicable.  However, the board approves all purchases including uses of 
reserve funds. 
  

KEY CONTROLS 
 
Net asset restrictions and reserve are board approved? 
          Controls are implemented and they are effectively designed.   
  
Use of reserves is board approved? 
          Controls are implemented and they are effectively designed.   
 
 
 
 

OVERALL ASSESSMENT OF RISK OF 
FINANCIAL REPORTING, BUDGETING, AND EQUITY 

Based upon the narratives and questions documented above, and my understanding of the respective 
controls in place, I have determined that the control risk of the Financial Reporting, Budgeting, and 

Equity business function at LOW. 
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Bank

Reconciliations

Deputy Treasurer - Preparation
Village Manager - Approval

Collection and 

Deposit Preparation

Recording Cash

on the Ledger

Disbursement preparation

and Approval PurchasingRecording Cash

Billing Office - Collection
Billing Office - Deposit Preparation
Meter Department - Cash to Bank

Automatic (as receipts or payments are 
posted the Accounting Software 

automatically posts cash receipts)

Bookkeeper - Preparation
Commission - Approval

Employee Level - Requisition
Management - Approval

on the Ledger

Automatic (as receipts or payments are 
posted the Accounting Software 

automatically posts cash receipts)

 
 
 

 
SECTION II 

CASH AND INVESTMENTS 
 
 
SEGREGATION OF DUTIES 

 
 

 
 
 
 
Does anyone review the bank reconciliations? 

 I prepare the bank reconciliations and the Village Manager approves them. 
 
Are authorized signers independent of voucher preparation and approval for payment? 

 The bookkeeper prepares the vouchers and she is not a signer.  The commission approves the 
Vouchers. 
  

Are authorized signers independent of check preparation, cash receiving and petty cash? 
 The bookkeeper prepares checks and she is not a signer.  The billing office receives the cash and 

manages the accounts receivable and they are not signers.  The bookkeeper manages petty cash 
and she is not a signer. 

 
Are authorized signers independent of purchasing and receiving? 

 The department level initiates purchases.  The department level receives the purchases.  The 
commission approves all purchases when they approve the abstract.  None of the groups 
mentioned are signers. 
  

Are authorized signers independent of time keeping for payroll checks? 
 The department level initiates all time keeping.  I review the payroll report before the bookkeeper 

can create the checks.  The treasurer reviews and signs the checks.  This segregation of duties is 
appropriate. 
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Are bank accounts properly reconciled? 
 I reconcile bank accounts and the Village Manager reviews and approves them.  All accounts are 

properly reconciled. 
 
 
Describe if check stock is pre-numbered or not, and how it is safeguarded. 

 The check stock is pre-numbered.  This check stock is safeguarded in a locked cabinet.  Only the 
bookkeeper and I have access to this locked cabinet.  Controls are adequate. 

 
Is there a check log kept for payroll and disbursements? 

 The bookkeeper maintains a check log. 
 

KEY CONTROLS 
 
Bank accounts are reconciled by someone independent of depositing? 
          Controls are implemented and they are effectively designed.   
  
Bank reconciliations are reviewed by someone independent of preparation? 
          Controls are implemented and they are effectively designed.   
 
Bank reconciliations are prepared by someone independent of general ledger? 
          No, but Mitigating Controls in place and effectively designed.   
 
 
DETAIL ACCOUNTING 
Do procedures exist to ensure receipts and disbursements are recorded accurately and promptly? 

 Yes.  Receipts and disbursements are recorded in real-time as they occur.  Receipts are recorded 
at the cash register downstairs which is integrated with our accounting software.  Payments are 
recorded the moment the checks are cut automatically.   

 
Do procedures exist for authorizing and recording inter-fund and interbank transfers, and for providing 
for proper accounting of those transactions? 

 Yes.  Transfers occur for energy efficiency, payroll, and consumer deposits.  Transfers for energy 
efficiency are initiated by the bookkeeper and approved by the Deputy Treasurer.  These are 
recorded in the energy efficiency spreadsheet.  Transfers for payroll are initiated by the 
bookkeeper and approved by the Deputy Treasurer.  These are recorded in the payroll files.  
Transfers for the consumer deposits are made at month end as part of the bank reconciliations.   

 
Are all bank accounts recorded in the general ledger? 

 Yes, all bank accounts are recorded in the general ledger.  
 

KEY CONTROL 
 
Transfers are properly authorized? 
          Controls are implemented and they are effectively designed.   
 
 
GENERAL LEDGER 
Do procedures exist for an effective bank reconciliation and comparison of warrants or checks in 
appropriate detail with disbursement detail? 

 Yes, the bank reconciliation is performed.  Then, the general ledger is imported into the financial 
report model (where each check and receipt is individually coded for financial reporting 
purposes).  At this point the detail is reviewed with the voucher packets.  This is then given to the 
board for review. 

 



Section II:  Cash and Investments 

Page 13 
 

Do procedures exist to examine signatures and endorsements on a test basis? 
 No, this is not done.  This is a situation where the time it takes and the risk is low.  I do want to 

implement this sometime this year. 
 
Accounting for numerical sequent of warrants and compared to check log? 

 Yes, this is done each time a warrant is approved.  The Deputy Treasurer double checks this each 
month during the preparation of the financial reports. 

 
Does management prepare a comparison of reconciled balance to general ledger? 

 Yes, this is done each month when financial reports are prepared.   
 
Does management prepare a comparison of deposit amounts and dates with cash receipt entries? 

 Yes.  Due to the complexity of the cash receipt process (17,000 a month in a mix of e-checks, 
clearing house deposits, credit card deposits, cash deposits, check deposits, e-check deposits, 
ACH direct deposit, and other forms) the Deputy Treasurer prepares a monthly proof of cash 
while reconciling receipts.  This is how he identifies all outstanding returned checks, adjustments 
in transit, etc. 

 
Are adjustments of cash accounts approved and documented by the appropriate level of management or 
another appropriate person? 

 Yes (when applicable).  This would be a very rare event. 
 
Does the person who reconciles the bank accounts receive the bank statements unopened from the bank? 

 Yes.  All bank statements are obtained online and most people have access to the bank 
statements.  

 

KEY CONTROL 
 
Bank accounts are properly reconciled? 
          Controls are implemented and they are effectively designed.   
 
 
ONLINE BANKING 
Describe the online banking process? 

 Banking is performed online.  All employees use the designated online banking computer located 
in the Village Clerk’s office.  All online transfers must be approved and released by someone 
independent of the process.  If the Bookkeeper initiates an online transfer it can be approved by 
the Treasurer, the Deputy Treasurer, or the Village Manager.  If the Deputy Treasurer initiates a 
Wire Payment then it must be approved by either the Treasurer or the Village Manager.   

 

KEY CONTROLS 
 
Online banking is limited to authorized personnel. 
          Controls are implemented and they are effectively designed.   
  
There is a segregation of duties with wire transfers. 
          Controls are implemented and they are effectively designed.   
 
 
INVESTMENTS 
What type of investments is the organization utilizing? 

 We are currently only utilizing demand deposits (checking and savings accounts). 
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Whose name are the investments registered in? 
 Half the investments are registered in the name of Fairport Electric.  The other half of the 

investments is registered in the name of the Village of Fairport.  This is because we get great 
interest rates with NYCLASS that views us as just another fund of the Village. 

 
 
Are all investments properly recorded in the accounting records of the entity? 

 Yes. 
 
Are all investments properly collateralized as required by General Municipal Law and the organizations 
investment policy? 

 Yes.  The Deputy Treasurer prepares a collateralization exam each month. 
 
Does the investment policy comply with General Municipal Law, Section 39? 

 Yes. 
 
Does the investment policy contain a requirement of a written security agreement and written custodial 
agreement with each bank? 

 Yes. 
 
Does the investment policy contain specification of the types of acceptable collateral? 

 Yes. 
 

Does the investment policy outline the limit of allowable deposits with each bank? 
 Yes. 

 
Does the board review the policy annually? 

 Yes, at the reorganization meeting. 
 
 

KEY CONTROLS 
 
Collateral is being tracked by the entity 
          Controls are implemented and they are effectively designed.   
  
Investments are within acceptable limits 
          Controls are implemented and they are effectively designed.   
 
 
OTHER INVESTMENTS (NOT APPLICABLE) 
Is investment activity reviewed at regular interval s by an appropriate level of management? 
  
Does management approve investment transaction to ensure that they are valid and in compliance with 
the entity’s policies and procedures? 
  
Are investment and dividend income calculations and accruals reviewed? 
  
Are third-party statements reconciled to the sub-ledger and general ledger accounts? 
 
Does the government have procedures to ensure that it meets restrictions or limitations imposed by laws, 
funding sources or the governing body, on segregation, polling, or disposition of investments and/or use 
of income or proceeds? 
 
Are there accounting policies and procedures that specific correct treatment for calculating asset 
impairment, including those requiring management’s estimates and judgments? 
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KEY CONTROL 
 
Controls over other investments in place 
          No other investments, controls are not applicable  
 
 

OVERALL ASSESSMENT OF RISK OF 
CASH AND INVESTMENTS 

Based upon the narratives and questions documented above, and my understanding of the respective 
controls in place, I have determined that the control risk of the Cash and Investments business function 

at LOW. 
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SECTION III 

BILLING AND COLLECTIONS 
 
 
SEGREGATION OF DUTIES 
Describe the procedures for cash receipting. 

 We have four billing cycles.  Each billing cycle is billed once a month.  When billed, the 
accounting software books revenues and accounts receivable.  Revenues are booked as a product 
of our rates and each meter reading.  The meter department reads meters and these reads are 
imported into the accounting software.  Our bills are printed by a company Arista based in 
Georgia and mailed to customers.  A customer can pay online, over phone or in person.  
Customers can pay via check, cash, e-check, clearing house, lockbox, credit card, auto draft, etc.  
Our staff processes the payments (whether a specific payment or a batch of payments).  The 
system automatically updates the customer account, records the cash increase, and reduces the 
accounts receivable.  At the end of the day, the senior account clerk counts the cash and prepares 
the deposit.  The next day, the meter department bring the cash to the bank 

 

KEY CONTROLS 
 
Collection is segregated from depositing and recording 
          Controls are implemented and they are effectively designed.  
 
 
SPECIAL ASSESSMENTS AND OTHER REVENUES 
Are rates and fees approved by the governing body and publicly announced or published in accordance 
with applicable laws and regulations. 

 Yes.  Our rates are determined by the New York State Public Service Commission (PSC).  We 
submit a formal filing, with formal public notification, and it goes through a formal review 
process. 

 
Are bills, assessment, permits, license renewals, etc. agreed to authorize and.ir approved amounts before 
recording? 

 Yes.  All of our rates are built into our accounting software.  Only designated individuals have 
access to change rates in computer.  Once billed, our billing staff does a pre-bill edit which will 
catch any bills that ran abnormally (rate change, wrong meter reading, change in usage, etc.). 

 
Are bills, assessments, permits, fines, etc. pre-numbered and the sequence accounted for? 

 Yes and No.  None of the electricity customers have pre-numbered bills (there is 17,000 a month).  
This is because electricity customers will only be billed once a month and there is no risk of 
additional billings (the software wouldn’t allow the staff to create a bill without running the entire 
billing program).  As far as other accounts receivable, we do use pre-numbered invoices in 
conjunction with an ‘other accounts receivable’ journal. 

 
Are revenues by revenue source and/or governmental activity are reviewed regularly by management? 

 Yes. 
  

Are calculations for deferred revenues supported by analysis that is in compliance with relevant GAAP? 
 Yes, if applicable 
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KEY CONTROL 
 
Bills generated are pre-numbered? 
          No, but Mitigating Controls in place and effectively designed.   
 
 
PROPERTY TAXES (NOT APPLICABLE) 
Do controls exist to ensure that additions, deletions, transfers, and abatements are properly and timely 
reflected in the property tax records? 
 
Are authorized users the only ones that can modify data in the property tax rolls? 
 
Are there controls to ensure tax assessments are being properly applied against tax rates, and special 
charges are being considered in the preparation of billing amounts? 
 
Are there controls to ensure tax assessments are being properly applied against tax rates, and special 
charges are being considered in the preparation of billing amounts? 
 
Are property tax assessment rolls maintained by individuals not involved in any accounting or collection 
function? 
 
Does the entity use a lockbox?  If so, how are the lockbox receipts compared to remittances? 
 

KEY CONTROLS 
 
Tax collection is segregated from accounting function? 
          Property taxes not applicable, controls are not applicable  
 
 
BILLING 
Describe the process for billing and collection? 

 See documented procedures for segregation of duties above. 
 
Are there established procedures to ensure that all reimbursable costs or contract costs are billed and 
adherence to those procedures is periodically reviewed by an appropriate person? 

 Yes.  Operations will track all reimbursable costs through specific project numbers.  These project 
numbers are coded to special account codes designated for reimbursable expenses (jobbing).  We 
then prepare an invoice for reimbursable costs.   

 
Does someone reconcile collection data, receipts reports and general ledger? 

 Yes.  Each month, as part of our month-end closing process, we reconcile the ‘other accounts 
receivable’ account balance (125.10) with a detailed sub-ledger.  Any outstanding invoices are 
collected upon with a follow up letter. 

 
Are all receivables recorded in the records at the time a claim is filed, or at the time a service is billed? 

 Essentially this is not applicable question.  As soon as something is billable (whether a 
reimbursable project is completed or we run the billing program) the revenues and receivables are 
booked. 

 
What is the process for reviewing delinquent accounts and considering for write-off? 

 Each week from April 1st through October 31st we have a disconnect process.  This process 
identifies delinquent accounts and mails them a delinquent notice.  The subsequent month, these 
meters are disconnected.  Once disconnected for several months, we send the customer over for 
collections and mark the account inactive.  Each May 31 (our year-end date) we run a report of 
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inactive accounts turned over to collections (which are more than one year old).  We request the 
board to approve writing off these accounts. 
 

Are these write-offs, or other reductions in receivables, formally approved by senior officials not involved 
in the collection function? 

 Yes. 
 
Is there supporting analysis for estimating the allowance for uncollectible accounts and bad debt expense 
in compliance with relevant GAAP and the entity’s accounting polices? 

 Yes.  As described above, we request that the board write off these account balances.  Once they 
do, the Deputy Treasurer makes the reserve for bad debt equal to this number.  After a few 
months, we actually write off the bad debt.  We essentially make the allowance equal the known 
balance each year. 

 

KEY CONTROLS 
 
Billing is segregated from collections? 
          Controls are implemented and they are effectively designed. 
 
Accounts receivables write-offs are properly authorized? 
          No, but Mitigating Controls in place and effectively designed.   
 
 
COLLECTION 
Is restrictive endorsement placed on incoming checks as soon as received? 

 Yes. 
 
Do procedures exist providing reasonable assurance that interest and penalties are properly charged on 
delinquent fees, taxes, or charges for service? 

 Yes.  The system is already built with the proper criteria.  When a customer is delinquent on their 
account, they are automatically charged the interest and penalty.  When a customer bounces a 
check, the returned check fee is automatically applied. 

 
If payment is made in person, are all receipts for payment issued, accounted for, and balanced to 
collections? 

 Yes.  The senior account clerk balances the cash at the end of the day.  The senior account clerk 
balances daily and monthly (comparing all customer accounts to payments, billings, and cash 
collections). 

 
Is the cashing of checks out of currency receipts prohibited? 

 Yes. 
 
Are all receipts deposited on a timely basis (preferably daily). 

 Yes.  We deposit funds daily. 
 
What procedures exist for follow-up of “not sufficient funds” checks? 

 The customer’s account is instantly debited.  The customer is charged a returned check fee.  If the 
customer was on the disconnect list, and their payment was to avoid disconnection, they are 
added to the next disconnect list (and we shut them off without warning).  When they try to make 
payment again we attempt to obtain cash payment. 

 
Are receipts controlled by cash register or pre-numbered receipts? 

 Yes we have a cash register receipt 
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Are currency receipts properly reconciled to totals of cash register, pre-numbered receipts or other 
devices? 

 Yes.  At the end of each day, cash receipts are reconciled to the cash register totals. 
 
Are daily cash receipts or other devices reconciled to the general ledger postings? 

 Yes.  All cash receipts taken in at the counter are automatically recorded to the general ledger (as 
are batch input totals).  The Deputy Treasurer prepares a monthly proof of cash reconciling the 
general ledger to the bank balances. 

 
Where are un-deposited cash receipts kept? 

 Un-deposited cash receipts are kept in the cash register.  The deposits are placed in the safe at 
night and then deposited the next day. 

 
Where are un-deposited cash receipts kept? 

 Un-deposited cash receipts are kept in the cash register.  The deposits are placed 
 
Are cash deposits deposited in a separate bank account when legally required or contractually required? 

 Yes.  We do this for Energy Efficiency Funds, Labor Bond and Consumer Deposits mainly. 
 

KEY CONTROLS 
 
Deposits are controlled by pre-numbered receipts? 
          Controls are implemented and they are effectively designed. 
 
Money is properly safeguarded prior to deposit? 
          Controls are implemented and they are effectively designed. 
 
 
 
 

OVERALL ASSESSMENT OF RISK OF 
BILLING AND COLLECTIONS 

Based upon the narratives and questions documented above, and my understanding of the respective 
controls in place, I have determined that the control risk of the Billing and Collections business function 

at LOW. 
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 SECTION IV 

 CAPITAL ASSETS 

 
 
AUTHORIZATION 
Does the entity maintain written acquisition, disposal and capitalization policies and procedures and is 
adherence to those policies reviewed by the appropriate level of management? 

 Yes and No.  Firstly, we are regulated by the Public Service Commission (PSC).  The PSC’s chart of 
accounts dictates that all costs for long lived assets must be capitalized (without regard to 
capitalization threshold).  When costs for a capital asset (substation) are tracked using a project 
number, we apply no capitalization threshold (all costs are capitalized since the project will 
extend the longevity of the asset).  For infrastructure, we capitalize jobs based on a work order 
closing process.  All costs are tracked by jobs.  The jobs outline the record units.  Jobs are then 
capitalized (using weighted averages) based upon what record units were used.  For all other 
purchases, we informally use a $5,000 capitalization threshold. 

 
Does the purchasing policy give guidelines such as prices to be paid, acceptable vendors and terms, asset 
quality standards, and the provisions of grants or bonds that may finance the expenditures?   

 Yes and No.  Yes the policy outlines all important information.  However, the electric company is 
a unique entity (since it is regulated by the PSC).  Therefore we have some additional standards as 
far as accounting, capitalization, depreciation, etc. 

 
Are capital asset acquisitions and remaining costs compared to capital budgets? 

 Yes.  We have a long term capital plan.  As we incur expenditures, we input actuals into the capital 
plan (so we can compare budgets to actuals). 

 
EXECUTIVE OR LEGISLATIVE APPROVAL 
Is written board approval required for all significant capital assets projects or acquisitions? 

 Yes and no.  We are not formally required to obtain board approval for all capital assert project 
but we tend to request procurement approval before ordering.  We then go out to bid.  Once we 
receive bid results, we obtain board authorization to contract with the best bidder.  In addition to 
this, all projected capital projects are listed in the budget and the capital budget which is formally 
adopted by the board. 

 
Does the board approve surplus or sale of disposed assets? 

 Yes.  All assets being disposed are declared surplus and disposed of. 
 
Is there an individual designated with responsibility for assuring compliance with the terms and 
conditions of all grants, restricted contributions, exchange contracts, etc. that relate to the capital assets? 

 Yes.  The Superintendent is responsible for assuring this compliance. 
 

KEY CONTROLS 
 
Board approval is obtained for all significant capital projects? 
          Controls are implemented and they are effectively designed. 
 
An individual is responsible for compliance with terms of grants? 
          Controls are implemented and they are effectively designed. 
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PROJECT ACCOUNTING 
Is a qualified employee or independent firm engaged to inspect and monitor technically complex projects? 

 Yes.  Our Superintendent is an Engineer.  He creates all Projects and he monitors employee time, 
materials, invoices and vehicle hours applied to each project.  He compares the actuals to his 
initial staking estimates.  Work orders are then reviewed by the Bookkeeper who checks for 
anything odd (major variances between staking and actuals).  During the month-end close 
procedure, the Deputy Treasurer or the Bookkeeper perform a final review of the work orders 
being closed to verify that everything is being booked appropriately. 

 
Are there procedures to identify completed projects so that timely final project reports can be completed? 

 Yes.  During the month-end close process the Bookkeeper or the Deputy Treasurer obtains a 
report from the accounting software of all open jobs.  If there are any open jobs that have been 
open for a long period of time, the Bookkeeper or Deputy Treasurer will call the Superintendent 
to verify that the job should still be open.  If the job needs to be closed we will close it. 

 
Is the accounting distribution reviewed to ensure that expenditures are charged to proper capital project, 
and fixed asset accounts are updated when a project is completed? 

 Yes.  The Bookkeeper and Deputy Treasurer review all work order and projects to verify that costs 
are coded appropriately.   

 

KEY CONTROL 
 
Accounting distribution is reviewed when a project is completed? 
          Controls are implemented and they are effectively designed. 
 
 
 
 

OVERALL ASSESSMENT OF RISK OF 
CAPITAL ASSETS 

Based upon the narratives and questions documented above, and my understanding of the respective 
controls in place, I have determined that the control risk of the Capital Assets business function at LOW. 
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SECTION V 

PROCUREMENT AND ACCOUNTS PAYABLE 

 
 
SEGREGATION OF DUTIES 
 

 
REQUISITION AND PURCHASING 
Describe below how requisitions are initiated. 

 For large purchases (over the threshold set forth in the procurement policy) there is a formal bid 
process (see below).  For small purchases (under the threshold set forth in the procurement 
policy) purchases are initiated down at the functional level (Meter department, GIS Department, 
IT Department, Billing Department, Inventory Department, or Accounting Department).  Either 
the Superintendent or the Stock Clerk will create a purchase order.  The order is placed with the 
vendor. 

   
Is management approval of purchase orders required for purchases that exceed established limits 
according to the entity’s policy? 

 Yes.  The Purchase Orders have a signature line for the Department Head to sign.  Computer 
controls are established so that unauthorized individuals are restricted from creating Purchase 
Orders. 

 
Are Purchase Orders renumbered, and is that sequence accounted for? 

 Yes, the Purchase Orders are pre-numbered and accounted for. 
 
Are purchase prices periodically reviewed by an employee independent of the Purchasing Process? 

 Yes.  The accounting department (both the Deputy Treasurer and the Bookkeeper review prices). 
 
Are competitive bidding procedures used? 

 Yes.  Fairport Electric follows all competitive bidding requirements stated in General Municipal 
Law and utilize thresholds of $20,000 for goods and materials and $35,000 for all Public Works 
Contracts. 

 
Are an adequate number of price quotations reviewed by an employee independent of the purchasing 
process? 

 No.  The accounting office is not provided with copies of price quotations usually.   
 
Is the availability of funds checked before the issuance of purchase order or expenditure commitment? 

 Yes.  Financial Reports are generated each month and reviewed with Department Heads.  All 
purchases are preceded by a review of the budget status report and determination of availability 

Requisitioning and Invoice Processing, General
Receiving Accounts Payable Ledger

Department Bookkeeper Deputy Treasurer
Level

Purchasing and Check
Approval Preparation

Department Head Bookkeeper
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of funds.  The Operations Department and the Accounting Department work very closely 
together. 

 
Are purchases made for the accommodation of employees prohibited or adequately controlled? 

 Yes, these purchases are prohibited. 
 
Are changes to contracts/purchase orders subject to the same controls and approvals as the original 
agreement? 

 Yes. 
  
Are there procedures for coding expenditures in compliance with funding and organization accounting 
requirements? 

 Yes, the accounting department verifies that all expenditures are coded to the proper code per the 
Public Service Commission’s Uniform System of Accounts for Electric Utilities. 

 
Does the entity have an updated purchasing policy in accordance with 104-b of General Municipal Law? 

 Yes. 
 

KEY CONTROLS 
 
There is an approval process for purchase orders and contract issuance? 
          Controls are implemented and they are effectively designed. 
 
Competitive bidding procedures are used? 
          Controls are implemented and they are effectively designed. 
  
Purchases are in compliance with the purchasing policy? 
          Controls are implemented and they are effectively designed. 
 
 
RECEIVING 
Does the entity have a separate receiving department? 

 Yes and No (see below).   
 
How does the company ensure that goods have been received, meet quality standards, and are verified 
prior to payment by someone other than the individual approving payment? 

 Most items purchased are for Electric Operations (inventory, meters, transformers, poles, etc.).  
For these items, all items are received by the Warehouse Stock Clerk.  The warehouse stock clerk 
will review and approve the packing slip, the tangible goods and the purchase order.  If the 
purchased items are inventory she will update the inventory records.  Once received, she will 
record the items as received in the system.  This automatically updates the inventory counts.  For 
non-operational items (accounting office supplies, billing office supplies) are received by the 
Department which ordered them.  The Department will review the packing slip, the tangible 
goods and the purchase order.  Once all purchases have been received, the packing slip and 
purchase order are signed off on by either the Department Head or the Stock Clerk.  In the event 
of a partial shipment, or damaged goods, the Stock Clerk will note this on the purchase order.  
The approved documents are forwarded to the Bookkeeper (Accounts Payable) for payment. 

 
Are receiving reports prepared, or a copy of the Purchase Order maintained for all goods? 

 Yes.   
 
Are steps taken to ensure that goods received are accurately counted and examined to see that they meet 
quality standards? 

 Yes.   
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Are copies of receiving reports and Purchase Orders sent directly to purchasing? 
 Yes.   

 

KEY CONTROL 
 
Receiving signature is received prior to payment of invoices? 
          Controls are implemented and they are effectively designed. 
 
 
INVOICE PROCESSING 
Does the accounts payable department receive copies of purchase orders and receiving signatures directly 
from the issuing department? 

 Yes.  They are brought to accounts payable by either the superintendent or the meter foreman. 
 
Does the accounts payable department compare invoice quantities, prices, and terms with those indicated 
on the purchase order or contract? 

 Yes 
 
Does the accounts payable department compare invoice quantities, prices, and terms with those indicated 
on the receiving report or packing-slip? 

 Yes 
 
Does the accounts payable department re-calculate invoice totals for accuracy? 

 Yes 
 
Does the accounts payable department receive all original documents? 

 Yes 
 
Does the accounts payable department receive all invoices from departments on a timely basis? 

 Yes 
 
Does the accounting software reject duplicate entry of an invoice from a vendor? 

 Yes 
 

Are there procedures to ensure that the accounts payable system is properly accounting for unmatched 
receiving reports and invoices? 

 Yes 
 

Are there procedures for submission and approval of reimbursement to employees for travel and other 
expenses? 

 Yes 
 

Are there procedures for using credit and charge accounts? 
 Yes 

 
Is someone responsible for seeing that all cash discounts are taken and, if applicable, that exemption from 
sales, federal, excise and other taxes are claimed? 

 Yes 
 

Are differences in invoice and purchase order price, terms, shipping arrangements, or quantities 
reviewed? 

 Yes 
 
Does the accounting department record and follow up partial deliveries? 

 Yes 
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Are the accounting and purchasing departments promptly notified of returned purchases, and are such 
purchases correlated with vendor credit memos? 

 Yes 
 

KEY CONTROL 
 
Invoices are matched to purchase orders? 
          Controls are implemented and they are effectively designed. 
 
Invoice quantities, prices and terms agree with purchase order? 
          Controls are implemented and they are effectively designed. 
 
Supporting invoices are original and clerically checked? 
          Controls are implemented and they are effectively designed. 
 
There are controls over the entity’s charge and credit card purchases? 
          Controls are implemented and they are effectively designed. 
 
There are submission and approval procedures for employees (travel and other)? 
          Controls are implemented and they are effectively designed. 
 
 
VENDOR ADDING & REPORTING 
What are the controls for adding vendors into the accounting software? 

 If a vendor needs to be added into the Accounting software the Bookkeeper will obtain the W9 
from the customer.  Once the W9 is completed, she will input the vendor into the computer 
system.  There is no vendor change report. 

 
Are 1099’s Being Issued? 

 Once the calendar year has ended, the Bookkeeper will prepare the 1099s.  The Bookkeeper prints 
a listing of all vendors paid more than $600.  She will determine which vendors need 1099’s and 
she will prepare the 1099’s.  The Deputy Treasurer reviews the 1099 process and verifies that all 
necessary 1099’s were prepared. 

 

KEY CONTROL 
 
There is an approval process for adding new vendors? 
          Controls are implemented and they are effectively designed. 
 
Form 1099 is properly issued when required by law? 
          Controls are implemented and they are effectively designed. 
 
 
DISBURSEMENTS 
Are all disbursements, except from petty cash, made by check? 

 Yes.  
 
Are there procedures for disbursement approval and warrant or check signing?  (Board or internal claims 
auditor reviews all payments). 

 Yes.  All invoices being paid are added to the abstract.  The board reviews and approves the 
abstract.  Once the abstract is approved, the checks are drafted.  The Village Treasurer, Kay 
Wharmby, reviews the abstract and the checks and then signs the checks. 
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-Does the system prevent checks from being added to the warrant after it has been approved for payment? 

 No, but the mitigating control is that a person independent from the company is the designated 
one who signs the checks.  Therefore she assures that the checks have been approved on the 
signed abstract. 

 
Are manual signature stamps prohibited from being used on Purchase Orders and Checks? 

 Yes 
 
Are signature disks maintained in the custody of the person whose signature is on the disk? 

 Not applicable, we do not use signature disks. 
 
Are checks or warrants issued to “cash” or “bearer” prohibited? 

 Yes. 
 
Is the signing of blank checks prohibited? 

 Yes. 
 
Is there a policy in place describing procedures for purchases made with the ntity’s credit or purchasing 
card? 

 Yes. 
 

KEY CONTROL 
 
The system prevents checks from being added to warrant after warrant approval? 
          Controls are implemented and they are effectively designed. 
 
Signature Disks are properly safeguarded? 
          Control not applicable. 
 
Claims Auditor/Board approves all payments? 
          Controls are implemented and they are effectively designed. 
 
 
ACCOUNTS PAYABLE, ENCUMBRANCES, OBLIGATIONS 
Are accounts payable periodically reviewed to ensure they are recorded in the proper period? 

 Yes. 
 
Are accounts payable periodically reviewed to ensure that all good and services received are accompanied 
by an appropriate invoice? 

 Yes. 
 
If encumbrances are used, are outstanding purchase orders reconciled to the reserve for encumbrances on 
a monthly basis, and is this reconciliation reviewed? 

 Not applicable.  We cannot use encumbrance accounting because we do not use fund account.  We 
use full accrual accounting in accordance with the Public Service Commission Uniform System of 
Accounts.   

 
Are encumbrance entries recorded only on the basis of approved purchase order? 

 Not applicable.  We cannot use encumbrance accounting because we do not use fund account.  We 
use full accrual accounting in accordance with the Public Service Commission Uniform System of 
Accounts.   
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Are there procedures to ensure that accounts payable and encumbrances are applied against the 
appropriate account? 

 Yes.  Each month, the Deputy Treasurer prepares Financial Reports.  He verifies that every single 
invoice was applied against the correct account. 

 

KEY CONTROL 
 
Encumbrances are recorded on basis of approved Purchase Order? 
          Control not applicable. 
 
Are accounts payable coded to the correct account code? 
          Controls are implemented and they are effectively designed. 
 
 
 
GRANTS & PURCHASING 
Under the terms of OMB Circular A-87, certain costs and expenditures incurred by state and local 
governmental units are allowable only if certain criteria or conditions are met, if there is specific approval, 
or are unallowable.  Has the recipient established policies and procedures to preclude charging federal 
financial assistance/award programs with unallowable costs and expenditures? 

 Not applicable 
 
Does a responsible official make sure that costs charged to direct and indirect cost centers are in 
accordance with applicable grant agreements and federal management circulars pertaining to cost 
principals? 

 Not applicable 
 
If an entity has awards or programs with matching requirements, levels-of-effort, and earmarking 
limitations, does a responsible official monitor to ensure that requirements and limitations were met? 

 Not applicable 
 
If an entity has awards or programs with matching requirements, levels-of-effort, and earmarking 
limitations, does a responsible official monitor to ensure that amounts claimed or used for matching were 
determined in accordance with applicable laws and regulations? 

 Not applicable 
 
Is the accounting distribution reviewed to ensure that expenditures are charged to proper capital project, 
and fixed asset accounts are updated when a project is completed? 

 Yes.  However, there is a slight segregation of controls weakness between invoice accounts 
payable and check preparation.  Ideal segregation of duties would exist if the employee 
responsible for preparing the checks was separate from the person in accounts payable.  This is a 
common weakness in smaller organizations and we have several mitigating controls to reduce 
virtually the entire weakness.  Firstly, all checks are physically signed by the Village Treasurer, the 
Deputy Clerk or the Village Manager.  All three of these employees are Village employee’s (paid 
through Village Payroll Office) rather than Electric employees.   This guarantees that the person 
with final custody of the check is independent of the entire Electric Accounting Office. 

 
Does the Utility have a Board Adopted Procurement Policy? 

 Yes.  The village has a board adopted procurement policy which is re-approved annually.  See the 
board policy for specifics. 
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How are invoices processed? 
 Invoices are received by the Bookkeeper (Accounts Payable).  Once the invoice has been received, 

as well as the Department Head’s signature indicating approval to pay, the Bookkeeper (Accounts 
Payable) will prepare the invoice for payment.  Checks are drafted once a month.  The abstract is 
generated by the Bookkeeper (Accounts Payable) and is submitted to Fairport Electric 
Commission Board of Commissioners for approval.  The Commission meets the second Monday 
of every month.  The Commissioners physically sign the abstract indicating approval.  Once the 
Commission signs and approves the abstract, the Bookkeeper (Accounts Payable) prints the 
checks.  The checks are printed on pre-numbered check stock.  The check stock is kept in a locked 
cabinet (only the Deputy Treasurer and the Bookkeeper have the key).  Checks are printed and 
mailed by the Bookkeeper.   

 
 
CAPITAL EXPENDITURES 
Is there a policy describing when the board must approve change order? 

 No, there is no policy.  If expenditures exceed budget we will get approval. 
  

If there is a policy, what is the threshold for change order? 
 No, there is no policy. 

 
Has the government hired an architect to approve or monitor capital projects? 

 Sometimes but superintendent is involved. 
 
If architect or engineer is hired, does he or she have to approve change orders? 

 Sometimes. 
 
Has the government charged any capital project expense to the general fund? 

 Not applicable since we are an electric utility. 
 

KEY CONTROL 
 
Architect approves change orders and applications for payment? 
          Controls are implemented and they are effectively designed. 
 
Board approves change orders when required? 
          The board does not have to approve change orders. 
 
 
 
 
 

OVERALL ASSESSMENT OF RISK OF 
PROCUREMENT AND ACCOUNTS PAYABLE 

Based upon the narratives and questions documented above, and my understanding of the respective 
controls in place, I have determined that the control risk of the Procurement and Accounts Payable 

business function at LOW. 
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SECTION VI 

HUMAN RESOURCES AND EMPLOYEE 
COMPENSATION 

 
 
SEGREGATION OF DUTIES 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Are payroll checks distributed by an employee who is not responsible for reviewing the Payroll Audit 
Report? 

 Yes 
 
Are payroll checks distributed by an employee who is not involved in the payroll preparation process? 

 Yes 
 

KEY CONTROL 
 
Payroll processing, supervision and timekeeping are segregated? 
          Controls are implemented and they are effectively designed. 
 
 
 
PERSONNEL 
Are all changes in employment (additions and terminations), salary and wage rates, and payroll 
deductions properly authorized approved, and documented? 

 Yes 
 
Are notices of additions, separations, and changes in salaries, wages, and deductions promptly reported to 
the payroll department? 

 Yes 
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Are appropriate payroll records maintained for accumulated employee benefits (vacation, pension, etc.)? 

 Yes 
 
Do written personnel policies exist? 

 Yes 
 
Are controls established to ensure that payroll costs charged to grants are in compliance with grant 
agreements? 

 Yes 
Are grant payroll certifications prepared? 

 Yes 
 

Are wages at or above the federal minimum wage? 
 Yes 

 
Are requests for new personnel originated only by department heads or other responsible officials? 

 Yes 
 
Are requests for new personnel originated only by department heads or other responsible officials? 

 Yes 
 
Does the personnel policy require an employment application, and investigation from new employees?  
(Investigation should include checking employee’s background, former employers, and references)? 

 Yes 
 
Does a responsible official periodically review classes of position and pay rates for correspondence with 
the provisions of the salary and wage ordinance, or other documents designating rate of pay of employee? 

 Yes 
 
Are personnel files maintained; do they contain information on employment application and new 
employee investigation, date employed, pay rates, changes in pay rates and position, payroll deduction 
authorizations, earnings records, W-4’s, I-9’s, termination data, where appropriate? 

 Yes 
 
Are written termination notices required that properly document reasons for termination and require 
approval of an appropriate official? 

 Yes 
 
Do physical controls exist over personnel records that prevent their loss or use by unauthorized 
personnel? 

 Yes 
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KEY CONTROL 
 
Changes in employment (hiring, raises, etc.) are properly authorized and documented? 
          Controls are implemented and they are effectively designed. 
 
Requests for new personnel are originated by department heads or the board? 
          Controls are implemented and they are effectively designed. 
 
Personnel files are maintained for pay rates, payroll deductions, etc.? 
          Controls are implemented and they are effectively designed. 
 
Physical controls exist over personnel records? 
          Controls are implemented and they are effectively designed. 
 
 
 
HEALTHCARE (EMPLOYEE AND RETIREE) 
Describe the process for tracking employee health insurance:  (i.e. adding individuals to insurance; 
changing plans, etc.). 

 Health Insurance is managed by the Village of Fairport Human Resource Department.  The 
Accounts Payable Clerk for the Village of Fairport Manages this function.  Employees must fill out 
paperwork and submit it to her.  She will update the insurance company. 

 
Does the entity pay 100% of any retiree’s health insurance? 

 No. 
 
For retirees who pay a portion of their health insurance, what are the procedures for billing their portion 
and collection procedures for past-due payments? 

 The bookkeeper bills the retiree’s monthly.  She tracks these in a spreadsheet.  The money is 
collected by the billing department and applied against the invoice.  We do not have a problem 
with past-due payments because retirees do not want to jeopardize their coverage. 
 

KEY CONTROL 
 
There are procedures for monitoring retiree health insurance? 
          Controls are implemented and they are effectively designed. 
 
There are procedures for monitoring employee health insurance? 
          Controls are implemented and they are effectively designed. 
 
Consortium plan is monitored to ensure reserves are adequate, and liability is recorded? 
          Not applicable. 
 
There are procedures for monitoring the payroll processing for health insurance? 
          Controls are implemented and they are effectively designed. 
 
 
 
SUPERVISION/TIMEKEEPING 
Are hours worked, overtime hours, and other special benefits reviewed and approved by the employee’s 
supervisor prior to preparing payroll? 

 Yes. 
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Describe the specific process for authorizing overtime? 

 Some overtime is scheduled (on-call).  When overtime is not scheduled, the Superintendent will 
verbally authorize overtime. 

 
Is the time clock placed I a position where it can be observed by a supervisor to ensure employees are 
punching their own time cards? 

 Not applicable, there is no punch clock.  All employees complete a timesheet. 
 

Are there procedures for authorizing, approving, and recording vacations, holidays, and sick leave and is 
compensatory time controlled and approved? 

 Yes. 
 

KEY CONTROL 
 
Hours worked are approved by a supervisor prior to payroll processing? 
          Controls are implemented and they are effectively designed. 
 

 
 

PAYROLL PROCESSING 
Describe the payroll processing procedures. 

 Once Sue has obtained the signed and approved timesheets she inputs them into the computer.  
She also tracks employee’s sick and vacation banks in a spreadsheet.  Payroll entries show up on a 
PARA (payroll change) report.  These reports are reviewed and approved by the Deputy 
Treasurer.  Once payroll has been posted, Sue can make payment.  Sue keeps the check stock in 
the same locked cabinet as the payables check stock.  Employees receiving direct deposit are given 
a paper “receipt” of their direct deposit (internally created stub). 

 
Is access to the payroll data on the computer system limited to those who are authorized to make 
changes? 

 Yes. 
 
Is a comparison of amounts appropriated to budget reviewed by appropriate officials? 

 Yes. 
 
Are payroll advances to officials and employees prohibited? 

 Yes. 
 
Are there controls to makes sure proper reporting requirements have been made (i.e. 941’s)? 

 Yes. 
 
Are there procedures in place to ensure other withholdings, such as 403(b) are remitted in a timely 
mater? 

 Yes. 
 
Are total W-2’s / 941’s reconciled to the general ledger and payroll register? 

 Yes. 
 
Are current payrolls compared with previous payrolls and variances investigated and documented? 

 Yes.  Each payroll is compared analytically by review of the Payroll Audit Report.  The only 
material deviance is the overtime hours.  Sue keeps and maintains all overtime spreadsheets and 
all variances are investigated. 
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Are payroll registers reviewed after processing, reconciled to control totals, and approved by an 
appropriate level of management? 

 Yes. 
 

KEY CONTROL 
 
Payroll registers are reviewed and approved prior to payments made? 
          Controls are implemented and they are effectively designed. 
 
Access to payroll on software is limited to authorized personnel? 
          Controls are implemented and they are effectively designed. 
 
W-2’s / 941’s are reconciled to the general ledger? 
          Controls are implemented and they are effectively designed. 
 
 
 
 
 

OVERALL ASSESSMENT OF RISK OF 
HUMAN RESOURCES AND EMPLOYEE COMPENSATION 

Based upon the narratives and questions documented above, and my understanding of the respective 
controls in place, I have determined that the control risk of the Human Resources and Employee 

Compensation business function at LOW. 
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SECTION VII 

DEBT SERVICE AND DEBT SERVICE EXPENDITURES 

 
 
MANAGING BORROWINGS 
Are financial commitments approved by the board when required? 

 Yes. 
 
Are debt agreements reviewed for the appropriate classification of outstanding debt? 

 Yes. 
 
Is a reconciliation of outstanding debt instruments to the general ledger prepared and reviewed timely? 

 Yes. 
 
Are statements received from lenders reconciled to the subsidiary ledger (debt register) and any 
differences investigated? 

 Yes. 
 
Are there review procedures in place to determine compliance with debt agreements restrictions and 
procedures, and in adherence to those procedures periodically reviewed by an appropriate person? 

 Yes. 
  

Are lease agreements reviewed for capitalization? 
 Not applicable, we do not have any leases. 

 
Does a responsible official review use of proceeds from bond sales to ensure that proceeds are used in 
accordance with legal requirements? 

 Yes. 
 
If paying agents are used for the payment of bonds and interest, does the government unit receive 
periodic reports of bonds outstanding and unclaimed interest? 

 Not applicable, we pay bond principal and interested directly via ACH. 
 
Does a responsible official perform an annual review for compliance with IRS arbitrage requirements? 

 Yes. 
 
Are calculations and adjustments related to current or advance debt refunding reviewed and approved by 
an appropriate person? 

 Yes, if applicable. 
 

KEY CONTROL 
 
Fiscal commitments are approved by the board when required? 
          Controls are implemented and they are effectively designed. 
 
Outstanding debt is reconciled to the general ledger? 
          Controls are implemented and they are effectively designed. 
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OVERALL ASSESSMENT OF RISK OF 
DEBT SERVICE 

Based upon the narratives and questions documented above, and my understanding of the respective 
controls in place, I have determined that the control risk of the Debt Service business function at LOW. 
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SECTION VIII 

INVENTORY 

 
 
ELECTRIC INVENTORY 
What are the procedures for ordering, counting, and safeguarding inventory? 

 Inventory is stored in a secure and designated warehouse.  The designated warehouse is managed 
by the Superintendent of Electric.  We have a designated stock clerk to facilitate warehouse 
management.  All inventories are securely stored within this warehouse.  Each type of inventory 
has an associated Item ID Number.  When inventory is purchased, the stock clerk completes an 
order requisition.  The Superintendent will approve the requisition.  The stock clerk will then 
prepare the purchase order.  Once the Superintendent signs the Purchase Order it is mailed to the 
vendor.  Once the vendor receives the Purchase Order the inventories are shipped to the 
warehouse.  The inventories are received by the Stock Clerk.  Theses inventories are automatically 
recorded into Utility Power Net (UPN) at this point and the inventory quantities are updated.  
When crews use inventories, they record the usage on their time sheets.  The timesheets are 
reviewed and approved by the Superintendent.  When the timesheets are processed in UPN the 
inventory quantities are automatically updated.  Inventory is very accurate.  At the end of the 
fiscal year the Stock Clerk and the Superintendent prepare a physical count of the inventory.  The 
physical inventory count is forwarded to the Accounting Department.  The Accounting 
Department physically inspects any material variances to double check that they are correctly 
counted.  The difference is flushed through expense at the end of the year.   

 
Does management periodically assess whether excess, slow moving, obsolete, and defective inventories 
are identified and accounted for on a timely basis? 

 Yes.  Since space is limited, and since cash flow is continuously monitored, the Superintendent is 
very efficient in managing inventory levels.  Defective inventories are returned to the vendor at 
the point of receiving. 

 
What is the costing method used for pricing inventory? 

 Inventories are managed using average cost which is consistent with Electric Utility Accounting 
Guidance. 

 
Does management review and approve the final priced inventory listing, and any changes to inventory 
records? 

 Yes. 
 
Do only authorized individuals have access to and ability to make changes to the inventory master file? 

 Yes. 
 
Are inventory details or perpetual records reviewed and reconciled to the general ledger? 

 Yes. 
 
Is inventory periodically counted, costed, and compared to control accounts and perpetual records? 

 Yes. 
 
Are periodic physical inventories taken and balanced to the perpetual records? 

 Yes. 
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KEY CONTROL 
 
Inventory is properly safeguarded? 
          Controls are implemented and they are effectively designed. 
 
Inventory is reconciled to perpetual records? 
          Controls are implemented and they are effectively designed. 
 
 
CENTRAL GARAGE 
What are the procedures for ordering, counting, and safeguarding inventory? 

 Mechanic shop manager orders parts.  The stock clerk receives all parts.  The stock clerk prepares 
the receiving ticket.  The superintendent monitors and signs everything.  The paperwork is sent to 
accounting and accounts payable.   

 
What are the procedures for ordering, counting, and safeguarding fuel? 

 Currently using IWorks, fleet management system.  Fuel is at schoo.  Key fobs are required for for 
refill.  In addition, an employee specific pin number is required to access fuel.  We receive fuel 
reports.  The superintendent reviews and approves the fuel reports. 
  

Does management periodically assess whether excess, slow moving, obsolete, and defective inventories 
are identified and accounted for on a timely basis? 

 Andy will go through and eliminate old parts, we have a metal scrap bin. 
 
What is the costing method used for pricing inventory? 

 Expense at cost 
 
Does management review and approve the final priced inventory listing, and any changes to inventory 
records? 

 n/a 
 
Do only authorized individuals have access to and ability to make changes to the inventory master file? 

 yes 
 
Are inventory details or perpetual records reviewed and reconciled to the general ledger? 

 Inventory is managed real time and is reconciled to the general ledger 
 
Is inventory periodically counted, costed, and compared to control accounts and perpetual records? 

 We count inventory annually, the Superintendent reviews and approves the counts.  The 
accounting department spot checks the report and investigates large variances.  We adjust books 
to actual, expensing shrinkage (inventory used but not recorded somehow, not large quantify). 

 
Are periodic physical inventories taken and balanced to the perpetual records? 

 Annually 
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KEY CONTROL 
 
Access to the fuel tank is limited to authorized personnel? 
          Controls are implemented and they are effectively designed. 
 
Fuel usage is reconciled to fuel purchases? 
          Controls are implemented and they are effectively designed. 
 
Ordering is limited to authorized personnel? 
          Controls are implemented and they are effectively designed. 
 
Inventory is counted and reconciled to records? 
          Controls are implemented and they are effectively designed. 
 
 
 

OVERALL ASSESSMENT OF RISK OF 
INVENTORY 

Based upon the narratives and questions documented above, and my understanding of the respective 
controls in place, I have determined that the control risk of the Inventory business function at LOW. 
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SECTION IX 

INFORMATION TECHNOLOGY AND COMPUTER 
CONTROLS 

 
 
COMPUTER CONTROLS 
What computer software’s is the governmental unit using? 

 Utility Power Net (UPN) is an enterprise resource planning system used to manage the 
accounting records, electric utility billing, accounts payable, human resources, payroll, fixed 
assets, work management and essentially everything else needed.  Future is a Geographic 
Information System mapping software which integrates with UPN. 

 
IT RISK MANAGEMENT 
Are Information Technologies reviewed regularly for risks, and any identified risk appropriately 
addressed? 

 Yes.  We outsource IT to a company called Integrated Software Systems.  Between internal 
management, and our external consultants, we are continually evaluating our information 
systems to determine if there are any risks or upgrades necessary. 

 
SYSTEM RELIABILITY 
Is there a backup retention policy in existence that specifies how often backups are to be performed, how 
long they are retained and where it is stored? 

 No backup retention policy.  Backups are stored for seven years.  Procedure no policy. 
 
Are application data and file server backups performed to minimize the risk of lost or corrupted data? 

 yes 
 
Are there appropriate environmental controls (i.e. fire/smoke detection, temperature controls, and 
alternate power supply in existence to ensure the security and reliability of equipment? 

 yes 
 
Are there controls over interfaces between systems to ensure complete and accurate transfer of data? 

 yes 
 
Is batch processing controls and monitored to ensure proper completion? 

 Yes 
 
Is there a Disaster Recovery plan in place? 

 yes 
 
Is there a process to ensure system incidents, problems, and errors are reported, analyzed, and reported 
in a timely manner. 

 yes 
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KEY CONTROL 
 
IT is evaluated regularly for risks? 
          Controls are implemented and they are effectively designed. 
 
Data backups are done regularly? 
          Controls are implemented and they are effectively designed. 
 
 
SECURITY AND ACCESS TO PROGRAM AND DATA 
What are the procedures for adding, closing and modifying user accounts (access rights)? 

 The Deputy Treasurer has the authority to add, close and modify user accounts. 
 
Are access rights removed or suspended in a timely manner when employees are terminated? 

 Yes 
 
Do procedures exist that are followed to maintain the effectiveness of authentication and access 
mechanism (i.e. are passwords changed, are there lockouts for failed attempts, etc.)? 

 Yes 
 
Are there controls in place to ensure all users are identified uniquely (i.e. no shared users)? 

 Yes 
 
Do individuals only have access to applications or files that are necessary to perform their duties? 

 Yes 
 
Are master file change logs for Accounts Payable and Payroll, showing all changes to payroll and vendor 
information reviewed by management to ensure it reflects accurate and complete information? 

 Yes 
 
Is physical access to areas, file servers, off-line data areas, or other sensitive areas appropriately restricted 
to authorized personnel? 

 Various sever rooms, only IT Consultants, Superintendent and GIS Coordinator have access to 
server rooms. 

 
Does network security include firewalls, wireless security, routers, and virus protection software? 

 Yes 
 
Is there adequate segregation of duties between the System Administrator who is able to make changes to 
programs or systems and those performing transactions and accounting duties? 

 Yes, the IT Department is separate from the accounting function. 
 

KEY CONTROL 
 
There is adequate segregation of duties between accounting and system programming? 
          Controls are implemented and they are effectively designed. 
 
Server room has protected access? 
          Controls are implemented and they are effectively designed. 
 
Access rights are appropriate for job title? 
          Controls are implemented and they are effectively designed. 
 



Section IX:  Information Technology and Computer Controls 
 

Page 41 
 

There are approval procedures for changing and adding users? 
          Controls are implemented and they are effectively designed. 

 
PROGRAM CHANGES AND SYSTEM ACQUISITION 
Describe the controls over implementing new software, approving major software changes and any 
software that is developed in-house. 

 All new software, integrations, are thoroughly vetted and tested before implementation.  All 
systems changes include the superintendent who manages the entire electric department. 

 

KEY CONTROL 
 
System/software changes are appropriately approved? 
          Controls are implemented and they are effectively designed. 
 
System/software changes are tested first before being applied to live data? 
          Controls are implemented and they are effectively designed. 
 
 
 
 
 

 OVERALL ASSESSMENT OF RISK OF 
INFORMATION TECHNOLOGY AND COMPUTER CONTROLS 

Based upon the narratives and questions documented above, and my understanding of the respective 
controls in place, I have determined that the control risk of the Information Technology and Computer 

Controls business function at LOW 



N/A 2019-2020 2021-2022 2022-2023
Obtain monthly Journal Entries and
scan to make sure a person
independent of the bookkeeping
function reviewed and signed off on the
Journal entries in a timely manner.

Verify that financial reports are
reviewed and approve by the board.
Review to make sure that all reserves
have been legally established and that
you have supporting board minutes
authorizing the establishment of the
reserves.

X

Review the budget results and make
sure that the company is spending
within their budget.
Obtain bank reconciliation and verify
clerical accuracy. Verify that book
balances trace to general ledger and
bank balance traces to bank
statements. Verify reconciliation was
reviewed and signed by authorized
reviewer. Substantiate reconciling
items on test basis.
Obtain collateral spreadsheet. Verify
clerical accuracy. Verify that bank
balance trace to bank statements.
Verify spreadsheet was reviewed and
signed by authorized reviewer.
Substantiate reconciling items on test
basis.
Obtain revenue report (billing report).
Trace to subsequent cash receipt and
trace to deposit. Verify timeliness,
correct coding and existence.

Obtain other accounts receivable
spreadsheet. On a test basis review
subsequent cash collection and deposit. 

Obtain cash ledger and look for
deposits which may have bypassed the
other accounts receivable (or billing
receivable) processes.
Obtain an accounts payable listing for
designated time period.  Select material 
purchases (over pre-determined
threshold) and make sure that all
capital purchases are capitalized
appropriately.
Obtain vehicle insurance listing. Verify
existence of all vehicles on insurance
listing.

Fairport Municipal Commission
RECOMMENDED TESTS OF CONTROLS

TEST OF CONTROL PLANNING
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Fairport Municipal Commission
RECOMMENDED TESTS OF CONTROLS

TEST OF CONTROL PLANNING

Obtain a listing of all check numbers.
Randomly select a sample. Trace check
number to original purchase order and
invoice. Verify account code, receiving
signature, approval signature and
payment approval (trace to board
signed abstract). Verify purchase is in
compliance with GML regulations
(including bidding requirements).
Verify purchase is compliance with
company procurement policy.

Obtained vendor payment listing for all
employees. On test basis review
reimbursements to employee. Verify
original supporting documentation and
compliance with procurement policy.

Obtain credit card statement. On test
basis review original receipts and verify
compliance with procurement policy.

Obtain listing of all vendors paid over
$600 within the calendar year. On test
basis verify that vendors were issued a
1099.
Obtain a payroll register. On a test
basis trace employee time to approved
timesheet. On a test basis trace
employee rate to salary schedule.

Verify that Payroll Audit Report
(PARA) is signed and approved.
Obtain payroll register. On a test basis
recalculate employee withholdings (for
tax, health insurance, retirement and
all other) and verify that withholdings
are correct.

Obtain listing of employees. On a test
basis, verify that we have a completed
I9 on file.
Obtain listing of employees. On a test
basis, verify that we have a completed
IRS Form W-4 and NYS Form IT-2104.

Obtain the most recent health
insurance bill. Verify that all
individuals covered are employees,
spouses or retirees.
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N/A 2019-2020 2021-2022 2022-2023

Fairport Municipal Commission
RECOMMENDED TESTS OF CONTROLS

TEST OF CONTROL PLANNING

Obtain listing of debt from bond
agencies and verify that debt is
recorded on the books.
Obtain listing of leases. Evaluate lease
agreement, substance and nature, and
verify that none of the leases need to be
capitalized.
Obtain a listing of current inventory.
On a test basis, perform a physical
count to verify that the computer
records are up-to-date.
In the warehouse, identify an inventory
item. Identify that inventory item's
Item Id. Count the number of
inventory items. Trace the item back to
an updated complete inventory listing.

Obtain a listing of all employee's access
rights. On a test basis, review an
employees access rights to make sure
that they are suitable for their position.

Obtain a listing of all users within UPN.
Review all users to make sure they are
only active employees. All outdated
accounts should be deleted or
deactivated.
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